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Kto sme?

Laboratorium Kybernetickej bezpecnosti
e Vyskum

e Vzdeldvanie

e Operativna ¢innost — CSIRT-UPJS




Vyskumné zamery

3
B

Detekcia a predikcia bezpecnostnych
utokov a udalosti

Analyza bezpecnostnych hrozieb
Modelovanie spravania utocnikov

Honeypoty (pasce na utocnikov)




Udaje (l.)

Firewall

ShadowServer
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warden

UPJg honeynet mEm _mEm

Zdroj: https://warden.cesnet.cz/cs/architecture



Udaje (l1.)

{

"Format": "IDEAO",

"ID": "4390fc3f-c753-4a3e-bc83-1b44£f24baf75",

"CreateTime": "2019-06-03T10:00:022",

Cas "DetectTime": "2019-06-03T10:00:07Z2",
"EventTime": "2019-06-03T07: : Z"

"Category": ["Fraud.Phishing"],
"Ref": ["cve:CVE-1234-5678"],
"Confidence": 1,

"Note": "Synthetic example",
"ConnCount": 20,

"Source": |

{

"Type": ["Phishing"],
"IP4": ["192.168.0.10/25"],

"Hostname": |"example.com"],
"URL": ["http://example.com/cgi-bin/killemall"],
" Protoﬂ : [ mw tcp" , "http" ] ,

s . }

Geolokacia y
"Node": |
{

"Name": "cz.cesnet.kippo-honey",

"Type": ["Protocol", "Honeypot"],
1A SW" : [ "Kippoll ] ,
"AggrWin": "00:05:00"




Geolokacia

Geolokacné databazy

"query": "158.197.16.38",
"status”: "success”,
"continent”: “Eurcpe”,
i 100
"continentCode™: "EU",
"country™: "Slovakia”,
"countryCode™: “SK",
i TeeT 80
region”: "KI",
"regionName”: "Kosice",

"city": "KoZice",

"district™: "Kaosice", 60
"zip": "@48 12",
"lat™: 48.7192,
“lon": 21.2512, 40
"timezone": "Europe/Bratislava”,
"offset”: 3608,
"currency”: "EUR", 20
"isp": "Zdruzenie pouzivatelov Slovenskej akademickej datovej
L Lalbll udifd 1
5 0 l-ll = I

"org": "P. J. Safarik University in Kosice",
"as": "AS2687 Zdruzenis pouzivatelov Slovenskej akademickej datovej < 1km < 10km < 25km < 50km < 100km < 250km < 500km < 1000km
siste”,

m DB-IP (v4) m DB-IP (v6) m IP2Location (v4) m IP2Location (v6) m MaxMind (v4) m MaxMind (v6)

"asname": "SANET",
"mobile”: falze,
"proxy"”: false,

"hosting": false

Zdroj: KESTER, Jan-)elle. Comparing the Accuracy of IPv4 and IPv6 Geolocation Databases. Methodology, 2016, 10.11: 12-17.



Utok v priestore a ¢ase

Check Point LIVE CYBER THREAT MAP

THREATCLAUD M e
> 3 ATTACKS ON THIS DAY

RECENT DAILY ATTACKS
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AK;, United States
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Italy

ATTACKS @ Currentrate == 4 =

infecting website. TC.gjtz
00:44:30 US, United States -+ Brazil

infecting website.TC.gjtz
00:44:30 US, United States -+ Brazil

cnc server.TC.hskd
00:44:29 United Kingdom —+ Japan

Obfuscation Techniques Malhtmlesc...
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Malware Phishing @ Exploit

j: https://threatmap.checkpoint.com/
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Priestorovy apeKt (ll.)
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Priestorovy
apekt (lll.)

Pocet pokusov o utoK
3 pocet pouzivatelov
mobilnych zariadeni (2015)

Pocet pokusov o utoK
3 pocet pouzivatelov
internetu (2015)




Priestorovy apekKt (IV.)
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Casovy aspekt (I.)

clsall LIVE CYBER THREAT MAP

THREATCLOUD L T
e e 22 509 253 ATTACKS ON THIS DAY
RECENT DAILY ATTACKS
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ATTACKS © Currentrate == 4 ==

infecting website. TC.gjtz ‘
00:44:30 US, United States -+ Brazil

. o
infecting website.TC.gjtz Clel
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Obfuscation Techniques Malhtmlesc...
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Conficker_B.TC bdixo Modelovanie spravania

00:44:29 US, United States
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Malware Phishing @ Exploit

j: https://threatmap.checkpoint.com/



Casovy aspekt (Il.)
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Casovy aspekt (lll.)
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- zranitelnosti

SSH — Oktéber 2014 — CVE-2014-7169
POP3 — August 2014 — CVE-2014-3891

21 a2 83 as a5 85 e7 es es 1e 11 12

imap

JKCVE-2014-7169 Detail

c":a Sovg asS p e I-{ t Current Description

GNU Bash through 4.3 bash43-025 processes trailing strings after certain malformed function definitions in the values of environment
variables, which allows remote attackers to write to files or possibly have unknown other impact via a crafted environment, as demonstrated
by vectors involving the ForceCommand feature in OpenSSH sshd, the mod_cgi and mod_cgid modules in the Apache HTTP Server, scripts
executed by unspecified DHCP clients, and other situations in which setting the environment occurs across a privilege boundary from Bash
execution. NOTE: this vulnerability exists because of an incomplete fix for CVE-2014-6271.

+Vview Analysis Description

Sever|ty CVSS Version 3.x CVSS Version 2.0

CVSS 2.0 Severity and Metrics:

w NIST: NVD Base Score: |[ESHIGH] Vector: (AV:N/AC:L/AU:N/C:C/I:C/A:C)

J1KCVE-2014-3891 Detail

Current Description

Buffer overflow in RimArts Becky! Internet Mail before 2.68 allows remote POP3 servers to execute arbitrary code via a crafted response.

=+View Analysis Description

sever|ty CVSS Version 3.x CVSS Version 2.0

CVSS 2.0 Severity and Metrics:

w NIST: NVD Base Score: |68 MEDIUM | Vector: (AV:N/AC:M/Au:N/C:P/I:P/A:P)

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the cNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. THe CNA Ras not provided
a score within the CVE List.
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Casovy aspekt — ¢asové rady (l.)
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Casovy aspekt — ¢asové rady (ll.)

Celkovy pocet alertov Kategoria — DDoS

Celkovy pocet unikatnych IP adries Kategdria — Attempt login

Kategoria — Recon scanning
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Casovy aspekt — ¢asové rady (lll.)
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(10 KroKov, 30 minut)

50

100

150

Bodova predikcia
(1 krok, 30 minut)

Anomalia?

Number of events

10000 12000

8000

6000

|| I ;'Lll

i [ I"‘i ‘l' \

||'-_¢ .

m ||"\| . i ;

L

P
"l il

= ariginal time series (test set)
— one step forecasts

100

1350

Time

T T
200 250




Casopriestorovy apekt - ¢asové zdny (l.)

Check Point LIVE CYBER THREAT MAP
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Malware Phishing @ Exploit
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Casopriestorovy apekt - ¢asové zdny (Il.)




Casopriestorovy apekt - ¢asové zdny (lll.)
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