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Aplikacné protokoly loT:

MQTT
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0T - komponenty
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Lokalne spracovanie

Lokalna komunikacia

Senzory a aktuatory
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loT protokoly

o 1 B3 )

Application/Data Layer

ONEM2M/ETSI M2M Service Layer

Low Energy | —




Protokoly vo svete |oT

- Business Apps
- Business Model
- Data Storage / Retrieval

” Data Aggregation
/ Processing

Session

Protocol lanscape for loT
from device to business processes
Antony Passemard - Connectivity
v2-Febd, 2014




Preco nové protokoly?

Masivny narast poctu pripojenych zariadeni

Obmedzena vypoctova sila zariadeni

Poziadavka na nizku spotrebu
(napdajanie batériami)

Nespolahlivé siete
Narast M2M (machine-to-machine)

Poziadavka na lokalnu
komunikaciu (edge-computing)
nielen zariadenie &< cloud

Internet bol vytvoreny pre
(osobné) pocitaCe a servery

Machines Go Online

The number of everyday objects, or “things,” connecting
to the Internet will exceed PCs and smartphones.

Connected devices (billions)

= Things
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B PCs & laptops
W Mobile phones
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Edge gateway

Edge Systems




Datove (aplikacne) protokoly loT

 MQTT
e Message Queuing Telemetry Transport

 CoAP

 Constrained Application Protocol

«  XMPP

 Extensible Messaging and Presence Protocol
e spravovo-orientovany, zalozeny na XML, klient-server, server-server

 AMQP
 Advanced Message Queuing Protocol
 komplexny messaging protokol podporujucirdézne scenare pouzitia

e avela dalsich



* ,REST protokol pre zariadenia s obmedzenymi zdrojmi
 GET, POST, PUT, DELETE

e Zjednodusené parsovanie
* 4B hlavicka

 UDP protokol (NAT issue)
 Podpora multicastu

- REST -

* ,Subscription“ model

 Podpora cachovania Conulisined Enviromments

* |oT zariadenia vystupuju The Internet

ako servery

CoAP Architecture




CoAP — komunikacia

Internet

k —

GET /.well-known/core >

2.05 "Content” (application/link-format)
Body: </s/t>;rt="TemperatureC";if="sensor",</s/lI>;rt="LightLux";if="sensor"

GET /sit >

< 2.05 "Content” (text/plain)
Body: 23.5




CoAP — komunikacia

Confirmable request

i CON GET /temp Observe: 0 Token: OxAB

ACK Token: OxAB

ACK 2.05 Observe: 32 Token: OxAB <temp=...

ACK Token: OxAB

ACK 2.05 Observe: 30 Token: OxAB <temp>...
ACK 2.05 Observe: 31 Token: OxAB <temp>...

1

Response back after a while

CON [0x123] GET ftemp CON [0x123] GET ftemp Teken: OxAB )

ACK [0x123] 2.05 Content <temp=... ACK [Dx123] Too
much
time

Observer co

Jtemp
changed

Jftemp
changed

Server

N [0x7F2] 2.05 Content Token: OxAB <temp=>... | ftemp

ACK [0x7F2] Ry

Resource discovery

CON [0x123] GET /.well-known/core
ACK [0x123] 2.05 Content </temp>...</humidity=..




MQTT

* Client Server publish/subscribe messaging transport protocol.

* Otvoreny a standardizovany protokol
 navrhnuty vIBM (1999)
* najnovsia verzia 5.0

* Jednoduchy protokol
 vhodny pre loT a M2M
e pouzitelny na zariadeniach s obmedzenymi zdrojmi

* TCP/SSL

e ,odlahcend” verzia MQTT-SN (sensor networks) nie je viazana na
TCP stack, no je nevyhnutny gateway

 Pocetné implementacie klientov a serverov (brokerov)



HTTP vs. MQTT

Characteristics 3G WiFi
HTTPS MQTT HTTPS MQTT
Receive | Messages / Hour 1,708 160,278 3,628 263 314
Messages | Percent Battery / 18.43% 16.13% 3.45% 4 23%
Hour
Percent Battery / 0.01709 0.00010 0.00095 0.00002
Message
Messages Received | 240/1024 | 1024/1024 024 /1024 1024 /1024
(Note the losses)
Send Messages / Hour 1,926 21,685 5,229 23,184
Messages | Percent Battery / 18.79% 17.80% 0. 44% 3.66%
Hour
Percent Battery / 0.00975 0.00082 0.00104 0.00016
Message

http://stephendnicholas.com/posts/power-profiling-mqtt-vs-https




". 8 publish: “21°C" | laptop

Sup
\ J7F Py ,567?5
's

PUb/,'sh. .

temperature MQTT-Broker “27°0u

sensor
o sub_scu;ibe to ) publish to mobile device
topic: "temperature topic: “temperature”



MQTT - analogia

mgtt://broker/topic/message




MQTT brokery

e Sluzby:
e https://github.com/mgtt/mgqtt.github.io/wiki/public brokers
e test.mosquitto.org
e Jot.eclipse.org

* Implementacie: T
 Mosquitto (C++) mosQuiﬁo
 Mogquette (Java)

* rbzne proprietarne implementované cloudovymi sluzbami
* vacsina brokerov podporuje aj pripojenie cez WebSockety



https://github.com/mqtt/mqtt.github.io/wiki/public_brokers

MQTT klienti

 Implementacie klientov:
« projekt Paho MQTT (C++, Java, JavaScript, Python, ...)
e M2Maqtt (CH)

e GUI klienti

e MQTT explorer
e MQTT Spy

 HiveMQ cez websockety:
http://www.hivemg.com/demos/websocket-client/

* Senzory/loT zariadenia vystupuju ako klienti MQTT brokerov


http://www.hivemq.com/demos/websocket-client/

MQTT vytvorenie spojenia

MOTT-Packet;

CONNECT L+ @ ocower
& CONNACK

contains: Example <

clientId “client-1* MQTT Client MQTT Broker

cleanSession true

username ootonall Thans®

password ootonal “letmein”

lastWillTopic (cptonall “/hans/will™” MQTT-Packet.

lastWillQos (opional 2 CONNACK (]

lastWillMessage (option:l “unexpected exit” I Example

lastWillRetain (optiona false sessionPresent true

keepAlive 60 returnCode 0




MQTT Publish

. &) PUBLISH

MQTT Client

MQTT Broker

lllll

PPPPP

|||||

MQOTT-Packet:
PUBLISH (1
contains: Example
P‘EC]{EtId (always O for gos Q) 4314
topicName “topic/1”
qos 1
retainFlag false
payload “temperature:32.5"
false

dupFlag




MQTT Subscribe

&) SUBSCRIBE P

p & SUBACK €&

35

MQTT Client MQTT Broker

o rusLsH €
——

MOTT Client

p & PUBLISH &

Jwildcards” v topic-och pre subscribe:

* +-zastupuje prave jeden level
upjs/jesenna5/+/teplota

* #-zastupuje 0 a viac levelov
- mOzZe byt len na konci
upjs/jesenna5/iotlab/#

MOTT-Packet:

SUBSCRIBE

contains:

packetId

qos 1 } (list of topic

topicl
qos }
topic2

t [l:":"«.:

o

Example
4312
1

“topic/1*

0

"tDPiEfE i




MQTT QoS

* QoS = Quality of Service

* 0: At most once (,fire and forget”) @ @ roushasso
 1: Atleast once
e 2: Exactly once

&Y PUBLISH Qo051
. . , >
* QoS pri Subscribe hovori s akou QoS @ @ PusAck
sa odosielaju spravy klientovi ¢

MQTT Client MQTT Broker

MQTT Client MQTT Broker

* Priperzistentnejsession sa uchovavaju pre
klienta len spravy s QoS >0

&) PUBLISH QoS2

»
< & PUBREC %
& PUBREL >

& PUBCOMP

MQTT Client MQTT Broker




Dakujem za pozornost




