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Priemyselna revolucia

Mechanization, Mass production,
water power, steam  assembly line,
power electricity

Computer and Cyber Physical
automation Systems




Industry 4.0

1. Cyber-physical systems Industry 4.0 - Technological pillars
2. Internet of Things ety
3. On-demand availability Commuting Computing
of computer system : '
resources

RFID . ’i‘\
4. Cognitive computing technologies @

Internet
of Things

Mobile
technologies

Machine
To Machine

Analytics _ @‘.-c 36 3D Printing

Advanced Robotics

Technology



Six Webs Framework

1. The Near Web

2. The Here Web

3. The Far Web

4. The Weird Web

5. B2B (e-commerce)

6. D2D (pervasive)



Internet of Things

Peter T. Lewis, september 1985:

The Internet of Things, or IoT, is the
integration of people, processes and
technology with connectable devices
and sensors to enable remote
monitoring, status, manipulation and
evaluation of trends of such devices

2008/2009 - zrodenie loT
Viac veci pripojenych k internetu ako ludi




Internet veci (Internet of Things — |oT)

* |oT — siet fyzickych entit
vybavenych elektronikou,
softvérom,
senzormi/aktudatormi a
konektivitou, ktora umoznuje
tymto entitam spojit sa a
vymienat si udaje

* miliardy zariadeni

* ,pocitace” vnimaju fyzicky svet
(senzory) a dokazu ho
ovplyviovat (aktuatory)




0T - komponenty

Lokalne spracovanie

Lokalna komunikacia

Senzory a aktuatory

Priklad loT produktu:

Senior & Family Lifestyle System

Data Center
Data analytics

Operators
Subscriber management
Billing systems
Customer support

Exception management
Alert generation

Social Media
Services

Cloud

Family Data Management
& Analytics System

Safe & Independent

Qorvo




0T - komponenty

Lokalne spracovanie

Lokalna komunikacia

Senzory a aktuatory




Hardver: Senzory

e Zariadenia, ktoré deteguju udalosti a zmeny v prostredi a tuto
informaciu sprostredkuvaju inym elektronickym zariadeniam

e zvyCajne merané fyzikalne veliCiny sa transformuju na odpor alebo
napatie




Hardver: Aktuatory a vystupné zariadenia

e Zariadenia, ktoré menia elektricky signal na prisluchajucu fyzikalnu
veliinu (ind formu energie): pohyb, tlak, ...
e aktuatory ovplyvnuju fyzicky svet
e ak sa signal meni na nemechanicku formu
energie hovorime o vystupnych zariadeniach
(napr. LED je vystupné zariadenie,
nie aktuator)




Hardver: Mikrokontrolér (MCU)

* Jednocipovy pocitac
* Programovatelné zariadenie v jednom integrovanom obvode:
* jeden alebo viac mikroprocesorov (CPU)
¢ (S)RAM
« ROM/(E)EPROM (pamat s programom)
* 1/0 rozhrania

Intel, ARM, Atmel, Texas Instruments, ...
e ROzne varianty, rozny vykon, rozna cena
e Prvy MCU: TMS 1000 (1971)




Arduino

° Programovatel'né zariadenie Microcontroller ATmega328P
s mikrokontrolérom ATETIETITE Al
Operating Voltage 5V
* Open Hardware 32 KB of which 2 KB used
. . . 4 : Flash Memory by bootloader
* Arduino IDE (vyvojové prostredie) v
_ SRAM 2 KB
* Arduino Nano ) Clock Speed 16 MHz
| Analog1/0O Pins 8
EEPROM 1 KB
DC Current per 1/O Pins 40 mA (I/O Pins)
Input Voltage 7-12V
Digital I/O Pins 22
PWM Output 6

Power Consumption 19 mA




Hardver: Jednodoskovy pocitac

 Kompletny pocitac na jednej doske
* Prvy SBC: dyna-micro (1976)




Raspberry Pi

V4

Jednodoskovy pocitac (vyvinuty pre edukacné ucely):
CPU: 1.5 GHz 64-bit quad-core ARM Cortex-A72
SDRAM: 1 GB, 2GB alebo 4GB
5V, 300 mA (1.5 W)
17x GPIO
MicroSDHC slot
Gigabit Ethernet,
802.11ac dual-band wireless
Bluetooth 5.0
HDMI (dual monitor, 4K), USB 3.0
Linux

$35 - 655




Hardver: zariadenia pre loT

Dobry pre hardvér Dobry pre hardvér aj Dobry pre
Spracovavanie spracovavanie

e Arduino * STM32 * Raspberry Pi

+  ESPDuino * Particle + Intel Edison
* Arduino Due :

¢ .. * Intel Galileo

1 program ziadny ) Kontrola nad ¢asom” OS, mu!tiprogramove
OS ) ) prostredie, bez kontroly
(vykonavanim programu) nad schedulerom



Prototypovanie vs. profesionalny vyvoj
DielCie riesenia vs. komplexné riesenia
Komunikacny softvér
UloZenie dat a analyza (cloud)
Zobrazovanie dat
Firmware

>

>

>

Node-RED GitHub Bluemix monitor

P S
[ —

function
social
storage

analysis

Hooks 0 N

ST e

Node-RED

Elink

Vil
Elink
Turns on an LED on for one second, then off for one second. repeatedly.

This example code iz in the public domain,

*f
/4 Pin 12 has an LED connected on most Arduino boards.
/4 give it a name:

int led = 13;

/7 the setup routine runs once when you press reset:

void setup(} {

/4 1nitialize the digital pin as an output. .

niode (Ted, auThuUT]; A rduino I D E
/7 the loap routine runs aver and over again forever:
woid loop() {
digitaliWrite (led, HIGH):
delay (1000);
digitalwrite (led, LOW);
delay (1000) ;

4/ turn the LED on (HICH is the voltage level)
4/ wait for a second
44 turn the LED off by making the voltage LOW
4/ wait for a second

Node
Name SlackHook

Type hitp in

D 40c9104d bi3Ges
» Properties

Provides an input nade for hittp
requests, allowing the creation of simple
web services.

The resulting message has the following
properties:

« msg.req : htip request

« msg.res : hitp response
For POST/PUT requests, the body is
available under msg.req.body . This
uses the Express bodyParser
middleware to parse the content to a
JSON object.

By default, this expects the body of the
request fo be url encoded:

foo=barsthis=that

To send JSON encoded data 1o the

node, the content-type header of the

request must be set 1o
application/jsen .

Note: This node does not send any
response 1o the hitp request. This
should be done with a subsequent
HTTP Rasnonse node.




Cloud

 Amazon Web Services (AWS) loT
 Google Cloud Platform (GCP) loT
* Microsoft Azure loT
y s AWS loT
e ...a mnozstvo dalsich

. AUTHENTICATION

AUTHORIZATION
' Secure with mutual
! authentication and encryption

, _|leeo
(@ »»«=——>@ og

\ / ' AWS Services

RULES ENGINE |

* Registracia zariadeni
 Ulozenie dat (BigData?)
* Dashboardy ey = Sy
 Aplikacie | @ oewE oo

: ) Persistent thing state !
| DEVICE REGISTRY -5 s otmoritsnt, |

* Analytika a machine learning Bad

..........................................................................

DEVICE SDK DEVICE GATEWAY

Set of client libraries to | Communicate with devices|via
MQTT

APPLICATIONS




Fog/Edge computing

Senzory sa vyvijaju rychlejsie
ako rastie prenosova rychlost
Komunikacia dat je cca. 5 krat
energeticky narocnejsSia nez
vypocet/spracovanie dat

Data gravity — presunutie

vypocCtu a spracovania €o

najblizsSie k datam

* nielen loT: Google Map/Reduce,
Hadoop

’°<b

\. Wide-Area Communication
($/bit/s)

Computation
$ /transistor)




Fog/Edge computing

* Fog — (pred)spracovanie pre cloud sa presuva na loT brany, resp.
lokalne uzly schopné vypoctu, ulozenia dat a komunikacie

 Edge — (pred)spracovanie sa presuva na loT zariadenia
* Mist — medzi Fog/Edge,

v e Core loT loT Data Management
VyuZivaju Sd Functional Stack and Compute Stack
mikrokontroléry zapojené
Vv sieti Applications Cloud

2
. . Communications 5 5
* |oT siet poskytuje Network 3 °g
informacie nielen data
’ . Things: Sensors and
 Lokalne rozhodovanie b Edge




Protokoly

 Nizkourovnové: RS-232, 1-Wire,
12C, SPI, RS-485, ...
* napr. komunikacia medzi mikrokontrolérmi
a/alebo tzv. digitalnymi senzormi

Stack

o,
l-l

 Bezdrotova (nielen lokalna) komunikacia:
 ZigBee, Bluetooth, WiFi, Z-Wave...
+ ... Ethernet

* Aplikacné protokoly:
*  MQTT, CoAP, AMQP, XMPP, ...




0T vyzvy

* Bezpecnost
 uznejdelen o data— vplyv na fyzicky svet

 Skalovatelnost
* tisicky-miliony zariadeni v loT aplikacii

* Rozdrobenost vs. interoperabilita

* rbzne nekompatibilné hardvérové a
softvérové riesenia, protokoly, ...



Dakujem za pozornost




