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Co robime?

* Datova analyza v oblasti bezpecCnosti

e Detekcia a predikcia bezpecnostnych udalosti
* Analyza bezpecnostnych hrozieb

* Honeypoty (pasce na utocnikov)

e Digitalna forenzna analyza

* RieSenie bezpecnostnych incidentov
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Vyskum v oblasti automatizacie digitalnej forenzne;
analyzy a odpovede na bezpecnostné incidenty.
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Analyza digitalnych st6p (I.)

date time MACB sourcetype type short

7/20/2008 1:27:40 MACB XP Prefetch Last run EXCEL.EXE-1C75F8D6.pf: EXCEL.EXE was executed
7/20/2008 1:27:40 .AC. NTFS SMFT $SI [.AC.] time C:/Program Files/Microsoft Office/Office/EXCEL.EXE

/20/2008 1:27:40 .AC. UserAssist key Time of Launch UEME_RUNPATH:C:/PROGRA"MICROSOffice/EXCELEXE
7/20/2008 1:28:03 ..CB  Shortcut LNK Created C:/Documents and Settings/Jean/Desktop/m57biz.xls
7/20/2008 1:28:043/MACB NTFS SMFT $SI[MACB] time  C:/Documents and Settings/Jean/Application Data/Microsoft/Office/Recent/Desktop.LNK

7/20/2008 1:28:03 MACB FileExts key Extension Change:File extension .xls opened by EXCEL.EXE

7/20/2008 1:28:03 SOFTWARE key Last Written SOFTWARE\Microsoft\Windows\CurrentVersion\Run

7/20/2008 1:27:40 Memory Process  Process Started  winsvchost.exe|1556]1032]| |0x02476768

7/20/2008 1:27:40 Memory Socket  Socket Opened  4|134.182.111.82:443|Protocol: 6 (TCP)|0x8162de98] | |

7/20/2008 1:27:40 XP Prefetch Last run WINSVCHOST.EXE-1C75F8D6. pf: EXCEL.EXE was executed

7/20/2008 1:28:03 ..CB Shortcut LNK Created C:/Documents and Settings/Jean/Desktop/m57biz.xls

7/20/2008 1:28:03 .A.. Shortcut LNK Access C:/Documents and Settings/Jean/Desktop_/m57biz.xIs

7/20/2008 1:28:04 MAC. NTFS SMFT $SI[MAC.] time  C:/Documents and Settings/Jean/Application Data/Microsoft/Office/Recent/m57biz.LNK
7/20/2008 1:28:04 ..C.  NTFS SMFT SS1[..C.] time C:/Documents and Settings/Jean/Local Settings/History/History.lES/MSHist01200807202008!
7/20/2008 1:28:04 ..C.  NTFS SMFT SS1[..C.] time C:/Documents and Settings/Jean/Local Settings/History/History.IE5S/MSHist01200807202008
7/20/2008 1:28:04 MACB RecentDocskey  File opened Recently opened file of extension: .xls - value: m57biz.xls
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Analyza digitalnych st6p (Il.)
Spearphishing Attack SuperTimeline

Spear Phish Email Received w/Java Applet attack

w/PDF and link (Email was about IRS w-2 tax forms)
The victim clicked on the link http://bit.ly/GEUMQQ,

4/2/2012 20:32:52 MACB Firefox 3 history  http://bitiy/GEUMQQ () [count: 21 Host; bit.ly (URL not typed directly) type: LINK

4/2/2012 20:32:52 MACB Firefox 3 history  http://207.58.245.179/ (Internal Revenue Service) [count: 2] visited from: http://bit.ly/GEUMQQ (URL not typed directly) type: REDIRECT PERMANENT

4/2/2012 20:32:57 M.CB NTFS SMFT C:/WINDOWS/Sun/Java/Deployment

4/2/2012 20:32:57 M.CB NTFS SMFT C:/WINDOWS/Sun Java Applet attack hits — Download Of
4/2/2012 20:32:57 M.CB  NTFS SMFT C:/WINDOWS/Sun/Java

4/2/2012 20:32:58 MACB NTUSER key Key name; HKEY_USER/Software/JavaSoft ma Iwa re | nto /te m p fo | d er
4/2/2012 20:32:58 MACB NTUSER key Key name; HKEY_USER/Software/lavaSoft/JavaRuntimeEnvironment

4/2/2012 20:32:58 MACB NTUSER key Key name; HKEY_USER/Software/lavaSoft/lavaRuntimeEnvironment/1.6.0_31

47272012 20:32:58 M.C. NTFS SMFT C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/deployment.properti

4/2/2012 20:33:06 ..B NTFS SMFT C:/Documents and Settings/tdungan/Application Data/Sun/lava/Deployment/cache/6.0/6 24887 5a3e-77699139.id

4/2/2012 20:33:07 ..B NTFS SMFT C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/gackad®/astAccessed

4/2/2012 20:33:15 M.CB NTFS SMFT C:/Documents and Settings/tdungan/Local Settings/Temp/pkxezy1tjio8.exe :

4/2/2012 20:33:15 ..B  NTFS SMFT C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/cache/6.0/4/6f13884-712bc739.idx

4/2/2012 20:33:16 M.C. NTFS SMFT C:/Documents and Settings/tdungan/Application DatafSun/lava/Deployment/| . .

4/2/2012 . NTFS SMFT C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deplogne, M a Iwa reru fro m m p fo I d er

XP Prefetch PKXEZY1T}I98.EXE-OBCBF29B.pf - [PKXEZY1TH198.EXE] was executed - , Jn co!
4/2/2012 20:33:17 MACB Firefox 3 history  http://www.irs.gov/ (Intemal Revenue Service) [count: 1] Host: www.irs.gov visited from: Nitp://207.58.245.179] (URL not typed directly) type: LINK
4/2/2012 20:33:27 M.CB NTFS SMFT C:/WlNDOWS/Preth(h/PKXEZV1Tll98.EXE-Q8C8F29B.p|
4/2/2012 20:34:26 .B  NTFS SMFT C:IWINDOWSIsystenBZMIhost b | 1
4/2/2012 20:35:10 M.CB NTFS SMFT C:/WINDOWS/system32/dlihost/svchostexe. ™ = _ .
4/2/2012 20:35:10 M.CB  NTFS SMFT C:/WINDOWS/system32/dlihost/winclient.reg Files Dropped svchost.exe is beacon malware
4/2/2012 20:35:49 M.C. NTFS SMFT C:/WINDOWS/system32/dlihost g
4/2/2012 20:36:03 ..B NTFS SMFT C: lNDQWS/f{ef@((h/REG.EXEODZA9$F7.pf

Beacon Interval Set and Persistence
Achieved via “RUN” Key

Informaéna bezpeénost - bakalarske prace



Automatizovana analyza digitalnych stop (l.)

Nazov: Datové sady pre automatizovanu analyzu digitalnych stop

* Veduci: Pavol Sokol / Tom3s Bajtos / Rastislav Krivos-Bellus

A

o, den s =
:.‘o_|

» Sa¢
b Al

o d)

(1) Analyzovat dostupné datové sady vzhladom na presnost, Rk
reprezentativnost a aktudlnost z hladiska digitalnych forenznej
analyzy.

(2) Navrhnut spdsob vytvorenia novej datovej sady alebo rozsirenia

existujucej datovej sady.

(3) Navrhnut a implementovat metédy na efektivne vytvorenie designed by & freepik

datovych sad pomocou metdd strojového ucenia.
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Automatizovana analyza digitalnych stop (l1.)

Nazov: Anonymizacia digitalnych stop

* Veduci: Pavol Sokol / Tomas Bajtos / Rastislav Krivos-Bellus

(1) Analyzovat stucasné pristupy k anonymizacii digitalnych f‘)\ -
\ - g~ wR=tO-nav"></div>

X "‘y \ . ,nump—l‘inlil"hhreffj";gy_-'ﬁz‘u‘ -
stop, identifikovat ich vyhody a nevyhody a posudit ich , 0 .

cript>
footer” data n

efektivnost pri zohladneni poZiadaviek pravnej Upravy.

(2) Navrhnut a implementovat metddu, ktord vyuziva de-

identifikaciu a kddovanie na odstranenie citlivych udajov z

digitalnych stop.

(3) Vykonat experimenty na posudenie efektivnosti navrhnutej metdédy z hladiska ochrany sukromia, zniZenia

velkosti dat a zachovania uzitoCnosti udajov pre analytické ucely.
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Automatizovana analyza digitalnych stop (l11.)

Nazov: Detekcia anomalii v digitalnych stopach pomocou

’ v , A
analyzy casovych radov
Q\

* Veduci: Pavol Sokol / Tom3s Bajtos / Rastislav Krivos-Bellus “ Anomaly

Q

=
(1) Preskumat existujuce pristupy k detekcii anomalii v 3
digitalnych stopach. W\ww
(2) Vybrat vhodné pristupy na identifikdciu nezvycajného .
spravania v digitalnych stopach pomocou analyzy ¢asovych Time
radOV. Zdroj: https://www.linkedin.com/pulse/anomaly-detection-cyber-

security-via-machine-learning-deepak-kumar/

(3) Implementovat a otestovat vybrané pristupy.

(4) Vyhodnotit efektivitu navrhnutého rieSenia.
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Automatizovana analyza digitalnych stop (IV.)

Nazov: Obohocovanie forenznych artefaktov

* Veduci: Pavol Sokol / Tomas Bajtos / Rastislav Krivos-
Bellus

* (1) Analyzovat aktualne pristupy k ziskavaniu,
spracovaniu a interpretacii digitalnych forenznych
artefaktov, najma indikatorov kompromitacie.

* (2) Navrhnut metédy obohacovania forenznych
artefaktov s ciefom zvysit informativnu hodnotu
tychto artefaktov.

* (3) Vytvorit nastroj, ktory umozni automatizovanu
analyzu a doplnenie forenznych artefaktov o
relevantné metadata alebo iné informacie.

* (4) Vyhodnotit efektivnost vytvoreného nastroja.

Zdroj: https://deepmind.google/discover/blog/best-practices-for-data-enrichment/
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Automatizovana analyza digitalnych stop (V.)

Nazov: Analyza zaznamov (logov) pomocou jazykovych modelov

* Veduci: Pavol Sokol / Tom3s Bajtos / Rastislav Krivos-Bellus

(1) Analyzovat existujuce pristupy k spracovaniu a analyze
systémovych zaznamov, identifikovat ich vyhody, nevyhody a

obmedzenia, najma v kontexte velkého objemu a r6znorodosti

udajov. _
Zdroj:

, , .. .. ) ; https://community.aws/content/2f915mRF2t3iDB2LVQPR6QmMhg02/un

(2) Preskumat VYUZItle JaZYkOVYCh modelov v analyze |OgOV. derstanding-log-files-on-your-linux-system

(3) Navrhnut a implementovat model, ktory vyuziva jazykové modely
na automatické spracovanie a analyzu systémovych zaznamov.

(4) Vyhodnotit vykonnost navrhovaného modelu.
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Automatizacia reakcie na bezpecnostny incident pre
operacny systém MacOS (I.)

Nazov: Automatizacia reakcie na bezpecnostny incident

pre operacny systém MacOS

Veduci: Tomas Bajtos

* (1) Analyza forenznych artefaktov v operacnom systéme
MacOS.

* (2) Analyzovat a porovnat aktualne pristupy k forenznej

analyze operacného systému MacOS. MOV s BEO- - § WP

* (3) Navrhnut, implementovat a overit pristup k Zivej

forenznej analyze opera¢ného systému MacOS. Zdroj: https://en.wikipedia.org/wiki/MacOS
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Automatizacia reakcie na bezpecnostny incident pre
operacny systém MacOS (l1.)

Patrick Leahy Center for Digital Investigation (LCDI

Patrick Leahy Center for Digital Investigation (LCDI

F'able 13: Yosemite Artifact Location Spreadsheet Database racker.db databases
e e .o : . A Plist listing the webpages belonging to a
S el SuniTonSiEs \Users'\<user=\Library'Safari\TopSites.plist Safari's Top Sites
User Directories Safari Webpage Icons A database containing saved web page
Downloads Directory it cnsces\Dowaloada User Spocific Download Directory Database \Users\<user=\Library\Safari\Webpagelcons.db icons for webpages visited
A = 5 Safari Webpage A directory for webpage-specific database
\: x
Documents Directory \Users\<user>\Documents\ User specific Documents Directory Ditabiases \Users\<user>\Library\Safari\Databases\ storage
Music Bueclony Wsermicunernus) Uacx spexthic Memc Puecion) Safari Webpage \Users\<user>\Library\Safari\Databases\Databases.d A database that keeps track of stored
Desktop Directory \Users\<user>\Desktop\ User Specific Desktop Directory Databases Database b webpage-specific databases
Library Directory \Users'<user>\Library\ Hidden directory in Yosemite . . : A directory containing Safari-specific
Do S eare Mo e i Safary Cachie Directory \Users\<user>\Library'Caches\com.apple.Safari\ cache items
Movies Directory \Users\<user>\Movies\ vi::ero f"::; SR R \Users\<user>\Library\Caches\com.apple.Safari\Cac
G Safari Cache he- db. 2 2 E " A cache of data from visited webpages
Pictures Directory \Users'<user>\Pictures\ User Specific Picture Directory .
2 2 \Users'\<user>\Library\Caches'\com.apple.Safari\Exte A directory containing cached items for
Public Directory \Users\<user>Public) Users public directory Safari Extensions Cache =55 2 o G s
o User Specific Application Directory = = =
Applications VLN P A = A directory containing images of viewed
\Users\<user>\Applications\ containing applications [S’:"::ri;v\xebpagc \Users\<user=>\Library\Caches\com.apple.Safari\fsCa webpages in .png and .jpg formats. The
Applications \Applications\ Not user-specific chedData\ file name is a hash of the webpage URL.
Safari Cookies A Plist containing cookies from visited
\Users'\<user>\Library\Cookies\HSTS.plist webpages
Safari
——— 3 Contains recent safari search strings and
Safari Bookmarks Plist listing default and user-added Safari Safari Preferences \Users\<user>\Library\P apple.Safari. downloads folder location in addition to
\Users\<user>\Library'\Safari\Bookmarks.plist bookmarks plist preferences
X Plist listing files downloaded using Safari Safari Saved Application \Users\<user>\Library\Saved Applicati Appli save state for Safari. Directy
Safari Downloads . . 2 PP! P ory
I VA O \Users'<user>\Library'\Safari\Downloads.plist Browser State Directory State\com.apple.Safari.savedState' contains other application save states

Safari Installed
Extensions

\Users'<user>\Library\Preferences\com.apple.Safari.

Each bookmark entry in Bookmarks.plist
Extensions.plist

is stored as an individual file in this

directory for more efficient use with

Spotlight and to allow the user to select

the bookmark entry from Spotlight and
\Users\<user>\Library\Caches\Mectadata\Safari\Book have Safari launch the corresponding
marks\ webpage

Plist describing installed Safari Extensions

Directory of Safari Extensions. Safari
Extensions utilize .safariextz file
extension.

Also has a plist listing the extensions

Safari Bookmark Cache
Safari Extensions

\Users\<user>\Library'Safari\Extensions\

Safari History \Users\<user>\Library\Safari\History.db Plist listing Safari web browsing history

Each website entry in History.plist is

An index of Safari History allowing a user
to perform keyword searches of visited
webpages

A plist describing the state of Safari when
it was last closed

Safari History Index
\Users'\<user>\Library\Safari\HistoryIndex.sk

Safari Last Session \Users\<user>\Library'Safari\LastSession.plist

A directory for webpage-specific storage.

Safari History Cache

\Users'<user>\Library\Caches\Metadata\Safari\Histo

wh

stored as an individual file in this directory
for more efficient use with Spotlight and
to allow the user to select the webpage
entry from Spotlight and have Safari
launch the corresponding webpage

Safari Local Storage Each webpage stores data in a SQLite Mail
Directory database with the file extension of z = z
\Users\<user>\Library'Safari\Local$ local Mail Cache \e%sb"swsw \Library\Caches\com.apple MAINCECh | ¢, .0 i rmapes from email messages
Safari Local Storage \Users\<user>\Library\Safari\LocalStorag geT A database listing the webpage specific
Muc OS X Forensie Artifact Locations Page 10 of 36 Mac OS X Forensic Artifact Locations ¥ 11 of 36
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Spracovanie rozsiahlej sietovej komunikacie (l.)

GrassMarlin 3.2.1 [New Session]* [= o =

Nazov: Predspracovanie rozsiahlej sietovej komunikacie = =2 2200

pre jej dalSiu bezpecnostnul analyzu
* Veduci: Tomas Bajtos

 Konzultant: Richard Stana

1 'm

* (1) Porovnanie nastrojov a metdd na spracovanie

sietovej komunikacie

* (2) Detekcia podozrivého spravania v rozsiahlej sietovej

komunikacii

e (3) Navrh aimplementacia metddy na extrakciu Casti
sietovej komunikacie tykajucich sa detegovanych

hrozieb
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Spracovanie rozsiahlej sietovej komunikacie (l1.)

A Capturing from vEthernet (Wi-Fi) - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help
_jc) RE Qe=2ZF L5 EQAQQH
W [ 2oply a display fiter ... <Ctrl/> = -+
No. Source Destination Protocol Length User Datagram Protocol Source Port  Source Port  Destination Port Info &
593 172.31.224.1 239.255.255.25@ 550P 216 v 49928 M-SEARCH * HTTP/1.1
594 172.31.224.1 239.255.255.25@ 550P 216 v 49928 M-SEARCH * HTTP/1.1
595 172.31.224.1 239.255.255.25@ 550P 216 v 49928 M-SEARCH * HTTP/1.1
596 172.31.224.1 239.255.255.25@ 550P 216 v 49928 M-SEARCH * HTTP/1.1
597 172.31.224.1 255.255.255.255 uoP 58 ¥ 58976 58976 + 8610 Len=16
598 172.31.224.1 255.255.255.255 uoP 58 ¥ 58976 58976 + 8610 Len=16
599 172.31.224.1 224.8.6.251 MONS 81 v 5353 Standard query @x@@8@ ANY DESKTOP-9LL359H.local, “QM™ question
600 fe8@::ad6b:2574:bof.. ffe2::fb MONS 101 5353 Standard query ©x@0@@ ANY DESKTOP-9LL359H.local, "QM" question
681 172.31.224.1 224.8.6.251 MONS 119 o 5353 Standard query response @x@008 AAMA feB8@::a@6b:2574:bef3:focd A 172.31.224.1
602 fe8@::aB6b:2574:bof.. ffe2::fb MDNS 139 o 5353 Standard query response @x@008 AAAA fe8@::a@6b:2574:bef3:fec8 A 172.31.224.1
683 172.31.224.1 224.8.06.251 MDNS 81 5353 Standard query ©x@@@@ ANY DESKTOP-9LL359H.local, "QM" question
6084 fed@::aB6b:2574:bof.. ffe2::Tb MDNS 181 o 5353 Standard query @x@@@@ ANY DESKTOP-9LL359H.local, "QM" question
6085 fed@::aB6b:2574:bof.. ffe2::Tb MDNS 139 o 5353 Standard query response @x@@08 AAAA Te8@::a@6b:2574:bef3:fecd A 172.31.224.1
686 172.31.224.1 239.255.255.258 550P 179 « 68364 M-SEARCH * HTTP/1.1
687 172.31.224.1 224.8.6.251 MONS 119 « 5353 Standard query response @x@@08 AAAA Te8@::a@6b:2574:bef3:fecd A 172.31.224.1
888 172.31.224.1 239.255.255.258 S50P 179 « 68364 M-SEARCH * HTTP/1.1
= 589 172.31.224.1 224.8.0.251 MDNS 139 « 5353 Standard query respense @x@@ee A, cache flush 172.31.224.1 AAAA, cache flush fe8@::a@6b:2574:bef3:fecd NSEC,
818 172.31.224.1 239.255.255.258 S50P 179 « 68364 M-SEARCH * HTTP/1.1
811 172.31.224.1 239.255.255.258 S50P 179 « 68364 M-SEARCH * HTTP/1.1
812 172.31.224.1 255.255.255.255 uop 58 59887 59887 > 8610 Len=16
813 172.31.224.1 255.255.255.255 uop 58 59887 59887 > 8610 Len=16
614 172.31.224.1 239.255.255.258 S50P 179 « 68364 M-SEARCH * HTTP/1.1 b
< >
Frame 1: B1 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF_{F9179(16-4D@3-49F3-BD67-39E63E7C5ECF}, id @
Ethernet II, Src: Microsof_eB:7c:a9 (@@:15:5d:e@:7c:a9), Dst: IPwAmcast_fb (91:80:5e:08:08:fb)
Internet Protocol Version 4, Src: 172.31.224.1, Dst: 224.8.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
@8 Se @@ @@ fb @@ 15 5d e@ 7c a9 @3 00 45 @0 R
43 9a 14 @0 @0 01 11 @0 @@ ac 1f 0 01 =0 @0
b 14 e9 14 &9 00 2f bd 24 00 00 00 00 00 @1 of Beeecen
20 06 00 @0 @8 Bf 44 45 53 4b 54 4f 58 2d 39 =-+---D ESKTOP-9
4c 33 35 39 48 85 6c 6T 63 61 6c 88 88 T @@ LL359H 1 ocal----
© 7 vEthemet (WiFi): <live capture in progress> || Packets: 614 - Displayed: 614 (100.0%) || Profile: Defauit
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Spracovanie rozsiahlej sietovej komunikacie (l11.)

M Wireshark - Conversations - vEthernet (Wi-Fi) — O >
Ethernet * 6 IPv4 -4 IPvG * 3 TCP LIDP - 54

Address & : Port A Address B PortB Packets Bytes Packets A—B BytesA4 —B PacketsB—A BytesB —A RelStart  Duration Bits/s A—B Bits/sB—A &
172.31.224. 5353 224.0.0.251 5353 105 11k 105 11k 0 0 0.000000 3379.1306 26 0
172.31.224.1 60864 239,255.255.250 15900 160 28k 160 28k 0 0 0008447 3446.1046 66 0
172.31.2241 138 172.31.239.255 138 18 4374 12 4374 0 0 10.112265 3410.1108 10 1]
172.31.2241 63247 239.255.255.250 3702 21 14k 21 14k 0 0 14393861 12263215 95 0
172.31.224.1 49936 255.295.255.255 2610 2 116 2 116 0 0 19.3%2262 0.0000 — —
172.31.224.1 36456 235.255.255.255 2610 2 116 2 116 0 0 30966773  0.0001 — —
172.31.224.1 60208 255.255.255.255 2610 B 343 ] 343 0 0 82.543080 3017.3220 0 0
172.31.224.1 51599 239,255.255.250 1900 4 4 4 864 0 0 24734313 3.0217 2287 0
172.31.224. 63265 255.255.255.255 2610 B 343 ] 343 0 0114.105680 1199.6242 2 0
172.31.224.1 52034 255.255.255.255 2610 2 16 2 116 0 0145.691434  0.0000 — —
172.31.2241 57759 255.295.255.255 2610 2 116 2 116 0 0177277704 0.0000 — —
172.31.2241 58099 239.255.255.250 1900 4  &pd 4 264 0 0204.744896 3.0255 2284 0
172.31.224.1 33005 255.255.255.255 2610 2 116 2 116 0 0240.455051  0.0000 — —
172.31.224.1 32931 255.255.255.255 2610 g 464 8 464 0 0272.028158 2891.1269 1 0
172.31.224.1 60706 235.255.255.255 2610 2 116 2 116 0 0303.615248 0.0000 — —
172.31.224.1 53416 239.255.255.250 1900 12 2592 12 2562 0 0324.743702 723.0499 28 0

172.31.224. 54931 255.255.255.255 2610 B 343 ] 343 0 0335.180762 2985.8155 0 0

Mame resolution [ ] Limit to display filter [ ] Absclute start time Conversation Types ™
Copy ™| Follow Stream... Graph... Help
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Doménovy filter ako obranny mechanizmus proti
podvodnym spravam (l.)

Nazov: Doménovy filter ako obranny mechanizmus proti
podvodnym spravam
* Veduci: Tomas Bajtos

* (1) Preskumat a porovnat doménové filtre a ich Ucinnost 0O
v identifikacii a blokovani podvodnych sprav i1

T av @
° Ve [/ 7 . V4 . . L4 1= DNS
(2) Urcit hlavné vlastnosti a faktory, ktoré prispievaju k ¥ % —

uspesnému fungovaniu doménovych filtrov v kontexte C
podvodnych sprav

* (3) Vyvinut prototyp doménového filtra, ktory
demonstruje zakladné principy jeho fungovania a
vyhodnotit jeho U¢innost
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Predchadzajuce zaverecné prace (I.)

VPLYV ANTI-FORENZNYCH TECHNIK NA

AUTOMATIZOVANE SPRACOVANIE DIGITALNE FORENZNE VYSETROVANIE
FORENZNYCH ARTEFAKTOV OPERACNEHO
SYSTEMU WINDOWS Coive antforensne oy etk
techniky na artefakt je nahraditelny :{a’)t:;iiastoéne z::ja: fzotavit’ ani
takmer nemozna
Powershellovy detekcia narocna m

skrip

trivialna maly vplyv

IDENTIFIKACIA PODOZRIVYCH
FORENZNYCH ARTEFAKTOV

Natitanie a
zakladné statistiky

Event
e MFT l Prefetch ' Amcache Shellbagy
—

Journal l LNK Jump Lists

SRUM
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Predchadzajuce zaverecné prace (ll.)

CASOVE 0S| PRI FORENZNE)J KLASIFIKACIA MALVERU
ANALYZE OPERACNEHO POMOCOU NEURONOVYCH SIETI
SYSTEMU WINDOWS

RGB vizualna reprezentacia troch vzoriek malvéru

Vizualna reprezentacia styroch vzoriek malvéru pomocou Simhash algoritmu
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Dakujeme za pozornost'

https://csl.science.upjs.sk/ E ilil;lﬂ: E

https://csirt.upjs.sk/

DN Csirt@upjs.sk
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